






 
 

To:- 
Association of Police and Crime Commissioners 

Police and Crime Commissioners and Mayors 
Ministry of Justice 

National Police Chiefs Council 
Victim service providers 
 

17 April 2018 
 

 
 
Background 

 
The processing of personal data of victims of crime must comply with data protection 

law. This is a time when victims are potentially at their most vulnerable so they need to 
be entirely clear what is happening to their personal data and what support is available 
to them. 

 
The provision of victim services across the UK differs and Police and Crime 

Commissioners (PCCs) and Mayors (who sit within Combined Authorities such as Greater 
London Authority and Greater Manchester Combined Authority) are responsible for 

commissioning victim services in their respective areas. Some victim services are offered 
in-house by police forces, while others are provided by charities or voluntary 
organisations. 

 
This advice sets out some of the options in terms of complying with the General Data 

Protection Regulations (GDPR). 
 
The General Data Protection Regulations (GDPR) 

 
The GDPR will come into effect from 25 May 2018. 

 
If an organisation is relying on consent as the lawful basis for processing personal data, 
then the stringent requirements laid out in the GDPR need to be achievable in practice. 

Consent has to be freely given, specific, informed and an unambiguous indication of an 
individual’s wishes. 

 
Whether this can be achieved in the context of engaging with a victim will be 
challenging. Not least because, in the immediate aftermath of a crime, it may be difficult 

to ensure that the consent is fully informed and freely given. It can be equally difficult if 
the crime has occurred when the individual is away from home, in another area of the 

country for example. How can fully informed consent be achieved when the organisation 
seeking consent may not know what services are available in that victims’ home county? 
 

Consent is not the only legal basis available to organisations and set out further below 
are some further bases for consideration. 
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Domestic Violence, Crime and Victims Act 2004 (DVCA) 
 

Section 54 of the DVCA permits the disclosure of ‘information’ to relevant 
authorities/those required to perform certain duties under the section 32 Code of 

Practice for Victims of Crime. It should be noted that voluntary organisations who 
provide victim services are not included and so Section 54 does not provide a legal basis 
for the disclosure of information by police forces to external victim services 

organisations. 
 

The Code of Practice for Victims of Crime (the Code) 
 
The Victims Code of Practice issued under Section 32 of the DVCA specifies that consent 

is the basis for supporting victims. The Code requires police forces to inform victims that 
they will automatically share information with support services and that there is an 

opportunity to opt out. Under the new data protection regime, consent has to be opted-
in and the opt-out model will not be seen as offering a genuine choice. If police forces 
are required to refer victims to victim support services then consent will not be the most 

appropriate lawful basis to rely on.  
 

There are three categories of crime where there is a requirement for ‘explicit’ consent to 
be obtained for the provision of the service – victims of the most serious crime, 

persistently targeted victims and vulnerable or intimidated witnesses. Individuals who 
fall within one of these categories are required to be provided with an enhanced service 
under the Code. The serious crime category also covers bereaved relatives, victims of 

domestic violence, hate crime, terrorism, sexual offences, human trafficking and the like. 
 

The reliance on consent in the Code appears to be for the provision of a service as 
opposed to data protection consent and it would be helpful if that were made clear if the 
Code is revised. The reference to consent is potentially being misinterpreted as referring 

to data protection consent. Consent for provision of the service is not the same as 
consent for the processing of personal data and the data controller must ensure that 

there is a lawful basis for the processing.  There are other equally viable bases (apart 
from consent) which could be relied upon by the police. 
 

Lawful bases for disclosure from the police to victim service providers 
 

Article 6 of the GDPR sets out the legal basis upon which organisations can rely for the 
processing of personal data. 
 

An organisation must have a valid lawful basis in order to process personal data and 
there are six lawful bases available to rely on. Which basis is the most appropriate to 

use will depend on the relationship with the individual. The lawful bases are:- 
 

(a) Consent – the individual has given clear, unambiguous and fully informed 

consent for the controller to process their personal data for a specific purpose 
(b) Contract – the processing is necessary for a contract an organisation has with 

the individual, or because they have asked the organisation to take specific 
steps before entering into a contract. 
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(c) Legal obligation – the processing is necessary to comply with the law (not 
including contractual obligations) 

(d) Vital interests – the processing is necessary to protect someone’s life. 
(e) Public task – the processing is necessary to perform a task in the public 

interest or for official functions, and the task or function has a clear basis in 
law. 

(f)      Legitimate interests – the processing is necessary for the organisation’s 

legitimate interests or the legitimate interests of a third party unless there is a 
good reason to protect the individual’s personal data which overrides those 

legitimate interests. (This cannot apply if it is a public authority processing 
data to perform its official tasks). 

 

The police could rely on consent, legal obligation or public task as the legal basis for 
processing victim data is set out in the Domestic Violence, Crime and Victims Act 2004 

supported by the provisions in the Code of Practice for Victims of Crime. 
 
Police - special category data 

 
Special categories of data under GDPR include personal data revealing racial or ethnic 

origin, religious or philosophical beliefs, data concerning health or a natural person’s sex 
life or sexual orientation. 

 
Although it may not be in every case, it is likely that Forces will be processing special 
category data as part of this process. If so, then as well as identifying a lawful basis for 

processing (as set out above) a controller will also need to identify an additional 
condition for processing this type of data.  

 
Conditions are set out in Article 9 of GDPR and Schedule 1 of the Data Protection Bill 
which include:- 

 
Article 9(2)(g) applies when the processing is necessary for reasons of substantial public 

interest on the basis of Union or Member state law which shall be proportionate to the 
aim pursued, respect the essence of the right to data protection and provide for suitable 
and specific measures to safeguard the fundamental rights and the interests of the data 

subject.  
 

It is understood that the reference to Union or Member State law can mean a statutory 
function which does not have to be an explicit statutory function as long as the 
application of the law is clear and foreseeable. This means that it includes common law 

tasks, functions or powers as well as those set out in statute or statutory guidance. 
 

Another condition which could be relied upon is set out at Schedule 1, Part 2, paragraph 
6 of the Data Protection Bill which states that the condition is met if the processing for 
reasons of substantial public interest which means the  

exercise of a function conferred on a person by an enactment or rule of law. 
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Alternative lawful bases for disclosure to and processing by victim services 
organisations 

 
A lawful basis will need to be identified by victim services organisations.  Consent has 

traditionally been relied upon by victim services organisations but there are other 
conditions that could potentially be relied up including public task or legitimate interest. 
Public task (referred to above) can be relied upon when the processing is necessary for 

the performance of a task carried out in the public interest or in the exercise of official 
authority vested in the controller. This basis is most relevant for public authorities but 

can apply to any organisation that exercises official authority or carries out tasks in the 
public interest. The relevant task or function must have a clear basis in law (Article 6(3) 
of GDPR). The relevant recital (41) clarifies that this does not have to be an explicit 

statutory provision as long as the application of the law is clear and forseeable. This 
means that it includes clear common law tasks, function or powers as well as those set 

out in statute or statutory guidance. 
 
The Victims Code of Practice could be clearer in terms of the responsibilities of victim 

service providers which would be a firmer justification for reliance on this basis. The 
‘public task’ basis is focussed on the nature of the function rather than the organisation 

carrying out the task. 
 

Legitimate interests is another basis which could be relied when the processing is 
necessary for the purposes of the legitimate interests pursued by the controller or by a 
third party, except where such interests are overridden by the interests or fundamental 

rights and freedoms of the data subject which require protection of personal data, in 
particular where the data subject is a child. It is likely to be most appropriate where the 

controller uses people’s data in ways they would reasonably expect and which have a  
minimal privacy impact, or where there is a compelling justification for the processing.   
 

Victim services organisations - special category data  
 

In terms of processing special category data, victim services organisations could rely on 
consent or the following alternative conditions. 
 

Article 9(2)(g) could be relied upon which is where the processing is necessary for 
reasons of substantial public interest on the basis of Union or Member state law which 

shall be proportionate to the aim pursued, respect the essence of the right to data 
protection and provide for suitable and specific measures to safeguard the fundamental 
rights and the interests of the data subject. 

 
In terms of processing personal data of other data subjects (the suspect for example) 

Part 2 (14) of Schedule 1 may be relevant. This condition is met if the processing is 
necessary for the provision of confidential counselling, advice or support or of another 
similar service provided confidentially, is carried out without the consent of the data 

subject and is necessary for reasons of substantial public interest. This would be in 
circumstances where consent to the processing cannot be given by the data subject, the 

controller cannot reasonably be expected to obtain the consent of the data subject to the 
processing or the processing must be carried out without the consent of the data subject 
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because obtaining the consent of the data subject would prejudice the provision of the 
service. 

 
The onward disclosure of personal data by victim services can be based on consent but 

those organisations will need to decide on the most appropriate lawful basis to rely on. 
 
Victim services organisations – criminal conviction and offence data 

 
Article 10 of GDPR refers to the processing of personal data relating to criminal 

convictions and offences or related security measures. This type of data may well be 
processed by victim services organisations as part of their engagement with victims of 
crime. It is likely the legal basis referred to above will cover the processing of Article 10 

data however it should be noted that there are additional safeguards which need to be in 
place when processing Article 10 data.  

 
This includes having an ‘appropriate policy’ document in place and a record of 
processing. Part 4 of Schedule 1 of the Data Protection Bill provides more detailed 

information on these requirements. Victim service providers will need to ensure that 
they only process that which is necessary for delivering their services. 

 
Privacy information - victims 

 
Forces and victim service providers will still need to comply with the transparency 
requirements of GDPR no matter which legal basis is relied upon.   

 
Controllers must provide individuals with information including the purposes for 

processing their personal data, retention periods and who it will be shared with. It is 
often most effective to provide this ‘privacy information’ to people using a combination 
of different techniques including layering. It would be worth considering a layered 

approach for this processing perhaps by having a consistent leaflet that is given to 
victims with further information possibly provided on a website. This can be adapted to 

how information is collected. For example, if initial contact is made over the phone then 
key information can be provided verbally with additional written material or online 
resources made available to provide more detailed information. 

 
The Article 29 Working Party’s guidelines on transparency state that recipients of 

information should be listed unless there is a reason why this is not possible - “In 
accordance with the principle of fairness, the default position is that a data controller 
should provide information on the actual (named) recipients of the personal data. Where 

a data controller opts only to provide the categories of recipients, the data controller 
must be able to demonstrate why it is fair for it to take this approach. In such 

circumstances, the information on the categories of recipients should be as specific as 
possible by indicating the type of recipient (i.e. by reference to the activities it carries 
out), the industry, sector and sub-sector and the location of the recipients.”  

 
We do understand that it might not always be possible to give a named organisation 

which will be providing victim services particularly for ‘out of area’ victims of crime. As 
mentioned above, the layered approach should be considered here in terms of 
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consistency and ensuring victims are provided with sufficient information as required by 
the legislation. Our Guide to GDPR has more information about providing privacy 

information including using a layered approach. 
 

Articles 13 and 14 require controllers to provide data subjects with information about 
processors as a category of recipient, but do not require them to specifically name all 
processors. It is likely in our view that a category of processor will be sufficient in most 

cases, especially if the controller uses a large number of processors and they change 
frequently.  

 
The ICO will always take a pragmatic view and in the event that it’s challenging to state 
specific recipients of information, categories – such as victim services which offer 

support to sexual abuse victims – would suffice. This could also potentially be resolved 
with clear information on the national victim services website which provides clarity on 

named organisations in given geographical areas.  
 
Privacy information – third parties/offenders 

 
As mentioned above, victim service providers may well process personal data about third 

parties/alleged offenders during the course of their engagement with victims. Article 14 
of GDPR outlines what privacy information should be provided to the data subject when 

personal data has not been obtained from them.  
 
It is noted the difficulties this requirement may cause particularly in cases involving 

domestic violence and other serious crimes. There are exemptions available in certain 
circumstances and victim services providers may be able to rely on Article 14(5)(b) 

which refers to the requirement seriously impairing the achievement of the objectives of 
the processing (providing victim support). Article 14(5)(d) may also be relevant in terms 
of the personal data remaining confidential subject to an obligation of secrecy. 

 
Conclusion 

 
It will ultimately be for police forces and victim services providers to decide on which 
lawful basis they will rely on for the processing. It is worth considering other lawful 

bases apart from consent as the requirements of consent under the new legislation will 
potentially be difficult to achieve in practice for the reasons set out above.  

Moving away from reliance on consent will also mean some of the victim service models 
could be more straightforward such as where victim services act as a processor on 
behalf of forces or joint data controller to seek consent from victims before transferring 

data across to victim services.  
 

It would be helpful if consideration could be given to amending the Code of Practice to 
clarify the position on consent and to highlight the requirements placed on victim service 
providers in terms of their role supporting victims. 

 
Lastly, privacy information will need to be very clear whatever the legal bases relied 

upon as it is important that victims are fully informed in terms of what will happen to 
their personal data as it moves across the justice system. 
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Yours sincerely 

 
MMirza (signed) 

 
Meagan Mirza 
Group Manager, Police Justice and Borders 

Email – meagan.mirza@ico.org.uk 
 

 
 

 


